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How to import DigiCert issuing CA root 
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Islandsbanki will be upgrading their certificate which is used in our onlinebank web services for signing responses to clients. 

Before the certificate replacement will be performed, users of onlinebank web service will have to be prepared for our new 

signing certificate by validating correct setup.  Validate and remediate if issues are present. 

If Issues are present, importing the required Root and Intermediate might be required. 

 

Download issuing and root certificate from Digicert 
 

CN = DigiCert Trusted Root G4 

 

CN = DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1 

 

 

Manual example Windows 
Click on Trusted Root – Install Certificate 

 
  

http://cacerts.digicert.com/DigiCertTrustedRootG4.crt
http://cacerts.digicert.com/DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1.crt
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Local Machine - Next 

  
 

Place all certificates in the following store  

– Browse  

– Trusted Root Certification Authorities and OK   Next and Finish in the end 
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Repeat for …Trusted G4 Code Signing ... 

 
 

Browse to Intermediate Certification Authorities 

- OK 

- Next and Finish 
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Powershell example Windows 
 

Invoke-WebRequest -Uri 'http://cacerts.digicert.com/DigiCertTrustedRootG4.crt' -OutFile $env:temp\DigiCertTrustedRootG4.crt 

Invoke-WebRequest -Uri 'http://cacerts.digicert.com/DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1.crt' -OutFile 

$env:temp\DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1.crt 

#Certificate Import 

#Import into Keystore 

Import-Certificate -FilePath $env:temp\DigiCertTrustedRootG4.crt -CertStoreLocation Cert:\LocalMachine\Root 

Import-Certificate -FilePath $env:temp\DigiCertTrustedRootG4.crt -CertStoreLocation Cert:\CurrentUser\Root 

Write-Output "" 

#Certificate Import 

Import-Certificate -FilePath $env:temp\DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1.crt -CertStoreLocation 

Cert:\LocalMachine\CA 

Import-Certificate -FilePath $env:temp\DigiCertTrustedG4CodeSigningRSA4096SHA3842021CA1.crt -CertStoreLocation 

Cert:\CurrentUser\CA 

Write-Output "" 


