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IOBS webservice uses a codesigning certificate for signing responses to webservice clients.
This certificate shown in these examples is separate from any other certificate used to authenticate external clients to the
service.

Examples and steps shown do not in any way suggest removing or changing the current configuration that any customer solution
relies on.

Web service clients will have to be prepared for our new signing certificate by validating correct setup, and if required,

remediate if issues are present by importing the required Root and Intermediate certificates. See “Path to remediate steps with
examples” below.

Download public copy of new signing certificate

Path to current and new signing certificates
https://ws-test.isb.is/iobs/

Nordurturn

3/1



~N>/
Manual example Windows

Path to download public copy of new signing certificate
https://ws-test.isb.is/IOBS/%C3%8Dsland sbanki_hf.crt

Some browsers might req. extra steps. Resolve those.
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want to keep it anyway?
Keep Delete
Islandsbanki_hf.crt
¥ Cancsted
Downloaded to folder.
- (]
8 iE + @
Downloads [y P
Islandsbanki_hf.crt
A
See more
$1 4 < | Downloads
« < 4 & ThisPC » Downloads
Name Date modificd Type Size
v 3k Quick access
I Deskiop ~ Today (1)
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In PowerShell point to location of downloaded certificate

Run: certutil -verify -urlfetch -v .\Downloads\islandsbanki_hf.crt
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EX Select Administrator: Windows PowerShell

Trusted root should show “DigiCert Trusted Root G4" and Intermediate ,DigiCert Trusted G4 Code Signing..."

| Conscle Root
w _P)J Certificates (Local Computer)

| Personal
w || Trusted Root Certification Authorities
| Certificates
~| Enterprise Trust
w || Intermediate Certification Authorities

Certificate Revncation |ist
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(= Baltimore CyberTrust Root

=/ DigiCert Global Root CA
[ DigiCert Global Root G2

= DigiCert Trusted Root G4
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&l Root Agency
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ol www.verisign.com/CPS Incorp....

Issued By
Baltimaore CyberTrust Root

Class 3 Public Primary Certificatio...

Copyright (c) 1997 Microsoft Corp.
DigiCert Global Root CA
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Expiration Date  Intended Purposes

5/12/2025 Client Authenticati...
8/1/2028 Client Authenticati...
12/30/1999 Time Stamping

11/10/2031 Client Authenticati...
1/15/2038 Client Authenticati...
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Expiration Date
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Path to remediate instructions with examples
If the steps above do not result in success, possible remediation is needed.

The spirit and the reason for any action shown here as an example, is to ensure the customer system or solution trusts the
certificate used for signing back the responses.

Examples are only that, examples, and not representative of actual customer configuration or any complexities, logical or
physical.

This certificate, shown in these examples, is separate from any other certificate used to authenticate external clients to the
service.

Examples and steps shown do not in any way suggest removing or changing in any way the current configuration that a
customer solution relies on.

Path to remediate instructions with examples
https://ws-test.isb.is/IOBS/How_to_import_Digicert CA_Intermediate_certificate.pdf
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